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STEP 2| 1£ Alert Name

ANIEVST

- <Metric-Name>,

All Incidents (16)

Alerts (2280)

Create Time It

» Oct 30, 2023, 5:55:42 PM

W

Oct 30, 2023, 5:51:38 PM
> Oct 30, 2023, 3:49:00 PM
> Oct 30, 2023, 5:44:57 PM
> Oct 30, 2023, 6:18:28 PM
> Oct 30, 2023, 5:52:28 PM
> Oct 30, 2023, 5:51:38 PM
> Oct 30, 2023, 5:52:28 PM
> Oct 30, 2023, 6:13:09 PM
» Oct 31, 2023, 6:21:58 PM
> Oct 30, 2023, 5:52:39 PM

Oct 30, 2023, 5:51:30 PM

NGFW i E 7R

Incidents & Alerts

All Alerts (2280)

@ Date Range: Past 30 Days ~

Severity ~

Severity € 1+
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical

Critical

Category ~

R4 FR) N, 1% % approaching max alerts ($£31 iz KR

Operational Status: New (+1  ~ Priority
Alert Name Pri
ule w hew App-1Ds does not exi rulel
Security policy rules block outbound traffic to k...
= Il Disconn ed from Cortex Data Lake
QUIC App-ID not explicitly denied in a security rule
SSL Protocol Settings in a Decryption profile do not...
SS5L Protocol Settings in a Decryption profile do not...
Application (App-1D) No ured in secl u
MNe curity policy ru block outbound traffi ) k
ule w new App-1Ds does not exi rulel
S ity policy rules block outbound traffic to
QUIC App-ID n licitly denied in a L
I IUIC I 'Desti on' add and zone a
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Incidents and Alerts » Alerts Details
Approaching Max Capacity - Site-to-Site VPN Tunnels -

Summary Activity

1. Summary 2. Review
The number of Site-to-Site VPN Tunnels, comprising of Check the evidence below to see he
both IPsec Tunnels and Proxy IDs, has been consistently was made, and view the correlated .
high and is approaching the maximum capacity the firewall
can support.
Alert Management Actions v Impact

A Warning ..n Overall Impa

The number of Site-to-Site VPN Tunnels, comprising of both IPsec You may be unable to add additional IPse

Tunnels and Proxy IDs, has been consistently high and is approaching nside a configured IPsec tunnel or perfor

the device.
the maximum capacity the firewall can support.

Domain NGFW
Category Health
Sub Category Capacity
Impacted Device x
Incident Priority o P2 w
Operational Status New

Assigned To Select an Assignee W
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EERGERE e, R v DIA G BURIE RSB 24 R 2%, Strata Cloud Manager 7RI 5 15 E 2)
e K ER H W, 0T DU R s 0 e R 25 B DA 8 (] 5 e R R B FR A 5 e, M8 mT DR I
A2k 30 Kk 90 K[ Prediction Time (FAMIKEED
ELEE I, T LU RN FRY VPN B FE R AF Nov 5,2023 (2023 4F 11 J] 5 H) &3
KR,

Time: Past 30 Days ~ Prediction Time: Next 20 Days

Metric VPN Tunnels on device

MAX CAPACITY( 6.0K) |

USAGE FORECAST (NOV 4, 2023, 5:30:00 AM)

6.2 K 60K 58K

Maximum Average Minimum

PREDICTION:
Nov 5, 2023 will hit the max capacity

| |
10/10 10/17 10/24

[PA-3260]

NGFW i RrE R
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STEP 4| 7t Alerts (%71%) i, #%nLL Go to Capacity Analyzer Page (fijfE2s & /0 MTes ELif) LIk
75 1 73 AT s B ]

lerts » Alerts Details

Approaching Max Capacity - Site-to-Site VPN Tunnels

Summary Activity
Uperativiiar Jratus W
Assigned To Select an Assignee W
Linked Tickets N/A
Created Oct 30, 2023, 1:09:17 PM
Last Updated Oct 30, 2023, 1:09:17 PM
Cleared N/A

Time: Past 30 Days ~ Prediction Time: Next 90 Days ~

Metric VPN Tunnels on device [PA-3260]

5.9 K(98%)

MAX CAPACITY( 6.0 K) _—

100% pinininie ___:_-__-_____—:_7--'—___' __________ e e s
75%
50%
25%

N

0% T T T T | T T T [ I

10/03 10/10 10/17 10/24 10/31 11/07 11/14 11/21 11/28 12/

Month/Da:

I ] 2 AN ] 7 AR AN, G20 P iR
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o ¥

o s&

5 7 L N HE RSB B AlOps for NGFW iy CPU i K

* mp_system_resources.mp_cpu : %75~ CPU i I =451,

* mp_system_resources_daemon.cpu_usage_sum : & /RA(EAFEL T CPU (MP-CPU) b A T
PR TAE P 2B CPU AR, LA A 7 SNMP  CPU {81 13K,

* mp_system_resources_daemon.pan_task_cpu_usage : /2K H MP-CPU -,
1T ERHE I EY PAN (TR P E A1) CPU =, L& RIASE SNMP FiI
mp_system_resources_daemon.pan_task_cpu_usage {51215,

CPU i8I T -

mp_system_resources.mp_cpu = mp_system_resources_daemon.cpu_usage_sum +
mp_system_resources_daemon.pan_task_cpu_usage
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Folg EAUHE R B, MRS PRV A T, 8 SR T DU PR A 1 5 i [ PR ) 4 (1A B
ARl S ¥, Bl i P12 P2,
B0, AE AT LASETE — AR R, Horp AR i T I i s AR TR B A ) 2 A B, LA
GEHEZENEEE, 55—, R HEORM AR R, (A A N, w] DV PR H R .
B AR PE T HECR S RCRI SR BE, R IR ER B S A E A
Ty R E TR R PR R JEERIETR, ERREN SR, WL R A e RS
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STEP 1| I Incidents & Alerts (i F1%%5X) > Incident & Alert Settings (R {FRIZR30E) >

Notification Rules CGHZ1#i1]) > + Add Notification Rule (+ #7335 141 H1)

STEP 2| g A4 M it ],

STEP 3| Add New Condition CHri i) LURE #7881 Rule Conditions (HLHIMEMA) .
Glhn, ST RS A, G 2L subCategory. Equals (%5 )A) Al Hardware (fififi)
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Ak

SN

STEP 4 | SR Ay s J U A 5

1. SR #H Email (F2FB50F) |, G HC (8T IR AEAL (BEHE 1~ T m R0 £ 25
#1) , =i Create a New Email Group (HIS7 87 TSR

1 5 BENHE TR, Sl A T EDEREL AL R, ANTR B AG R A BT R AR
(P T I, SR OE REA L T e B, #2 T Return #E,

2. B Next (F %) .

3. SRS 0 S I B K
.

. 4N LIS — X

o RAHMEE K

2. R ServiceNow, ik A ServiceNow URL. P& #. ServiceNow /a5l
ServiceNow API filiA<,

1. Test (GUGEA) &V SHAR DIAE PR B & 10 A,
2. 3 Next (F—4) .

STEP 5| SaveRule (Ef7FHHI])

Hil ServiceNow # 4

BT LIAETRREL(E S 8 2 BT IR LE 25 2

o, WEEHIKES NGFW R 70 & By H m 517

7£ AlOps for NGFW il A8 Il 2% ServiceNow #4451, B E FoIPEH -

o BT H AT EATHURERY ServiceNow 1T (S

« ServiceNow i Ji & Z FEFI%H5, A5 Web £ HORUEE A (0, HIA BT 3508 ol A f) 4 R0 420

o FEMEFI R BT @I T 1D RIS, A EZRE AIOps 17 HUE ) ServiceNow A1 (S
&7 ServiceNow 1T {E#E 1) URL

1817 ServiceNow ¥/ 7Tl HS e % 5 10 & — {1 Incident (FifF) £, HE AlOps #RZoR,

)

[ %% A Assignment Groups (FEURAEAL) il Assignees (FRIKF) |, LAHE S S RIS F T A
=i

\
/

o
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/J;

STEP 1| #ES7 ServiceNow Rest User.
EENT H AT FFE A 18T ServiceNow (1 2, DUGBEHURIES AL & TR & s (. /IR
FERHRIFRIR )

1. F59E4F ServiceNow HHEHENZ (1 %, G52 Security (Z%2) > Users and
Groups ({fHI-5HIFFHL) F1Y Users (1) .

NOW Al Favorites History  Workspaces

» System Policy
> System Properties
> System Run Level
> System Scheduler
v System Security
Instance Security Center ~
Access Control (ACL)
Key Management Administration
IP Address Access Control
Objects
Operations ps quickly. Crea
Protocol Profiles Al
High Security Settings

v Users and Groups

Users

Groups

Roles

Access Role Detail View
Reports

Users

Groups Membership

e

2. %)% Web service access only ([ Web k157 H0) £HU7 BRAG F 2c s 07
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NOW Al Favorites  History ~ Workspaces User - New Record : Q Search
_ User =
~ Newrecord ¢ = I Submit
[ @ Toset up the User's password, save the record and then click Set Password. % w

UserID | restuser Email | alops@example.com =
Firstname | Rest Language | -None - ~
Lastname | User Calendar integration | Outlook ~
Title Q Time zone | System (America/Los Angeles) |
Department Q Dateformat | System (yyyy-MM-dd) ~]

Password needs reset Business phone

Locked out Mobile phone
Active Photo Click teadd.
Web service accessonly [

Internal Integraticn User

Related Links
View linked accounts
View Subscriptions

NGFW i f% R 24 ©2025 Palo Alto Networks, Inc.
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=/

3. M= ENIEH E, E EANES ST A% T3 B Roles (74 (f1) 58 IR5E4, ARFL B —
N Edit (F@ili) , TSR T & LU S ey RERR ¢ itil. sn_incident_read L&
sn_incident_write, #7501,

NGFW i f% R 25 ©2025 Palo Alto Networks, Inc.



.4

Favorites  History ~ Workspaces

< | Edit Members

=

[Aﬂdﬂ'lter‘ Run filter | @

- choose field - ~ | ~oper— ~value -
Collection Roles List

Q ] Rest User
action_category_creator itil
action_designer sn_incident read

sn_incident_write

actsub_admin

actsub user

admin

agent_admin
agent_security_admin
agent_workspace_user

ais_admin

_high security_admin
aisa admin
analytics_admin
analytics_task_admin
analytics_viewer

Cancel
Name itil

NGFW F A1
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4. —F [User ({f/H13%) 1 & 119 Set Password (7% A5) . e H 2l % v,
¥i— T Generate (/) I Save Password (E{7-%505) o o 1500 6 2 i BiL (i ] =%

NGFW i f% R 27 ©2025 Palo Alto Networks, Inc.



o
=/

ID i g BB il & AR & A IE A AlOps for NGFW 1) ServiceNow
User (ServiceNow fi fH %) idi,
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T
N

NOW Al Favorites  History ~ Workspaces = User - Rest User 7 Q Search

Set Password

Password saved succesfully.

cessesesesntnitianesitesasesannnan B ‘ Generate

Close ‘ Save Password

NGFW 5 {1 7R 29 ©2025 Palo Alto Networks, Inc.



.4

=/

STEP 2| #EN7—1f Web OAuth H Fifi,
AlOps for NGFW 542 OAuth H P i g ¥H& 1Y ServiceNow i TS HET T 5 70 Bt
1. ' % System OAuth (Gt OAuth) > Application Registry (FEJTFEA 86

NOW | Al Favorites  History  Workspaces

2. N H, WAELL N AL Create an OAuth API endpoint for external
clients (Z#FH P G2 OAuth APl S

< | OAuth application

What kind of OAuth application?

Create an OAuth AP| endpoint for external clients
Create an OAuth JWT API endpoint for external clients

Connect to a third party OAuth Provider
Configure an OIDC provider to verify ID tokens.
Connect to an OAuth Provider (simplified)

3. 7 OAuth Frid—{f 4 F5 0 @37 —1 Client Secret ()T is %) o RS [ B) £ 4
s, i Client Secret (FF8q%m5) W] DIEREA 221, #%— F Submit ($2x2) , &
B o] e R B #E H, 0 Client ID (JH /5355 ID) £ Client Secret  (J] )7 ¥ 45
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i) AL ALE, & A& (e AlOps for NGFW 111y Client credential (Jf] 7 2
W) FRE T,
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7N

story  Workspaces Application Registries - New Record Q Search

OAuth client application details.
» Name: Aunique name.
+ Client ID: Client ID generated by
i i happl

th Leave it empty for auto-generation.
+ Refresh Token Lifespan Time in seconds the Refresh Token will be valid
+ Access Token Lifespan: Time in seconds the Access Token will be valid

+ Redirect URL:The rediect URLS edirect to. They JRLS and they are comma separated.
+ Enforce Token Restriction: Restricts the access token usage tothe APIs defined in the REST API Access Policies. L is opti I token usage across other REST API's. Learnmore.
More Info
* Name | AlOps OAuth Application ~ Global ["1
* ClientID  Jeadsf587f3121105a1621fcd081cbeb Accessible from | All application scopes ~
Client Secret Active
Leave Client Secret blank to automatically  Refresh Token Lifespan 6,640,000
generate a string
* Access Token Lifespan 1,600
Redirect URL a8 ]
LogoURL a8 ]
Public Client
Camments
AuthScapes @
AuthScope

Insert a new row.

NGFW i ff
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STEP 3 |

1t AlOps for NGFW i ServiceNow il = 3% & & il
1= AlOps for NGFW Hti JE gip b B 7860, LASE K ServiceNow Fil AlOps for NGFW .~ [i]
IEETE

TNZABAT T FIERAT

+ ServiceNow #f71lfl{% URL

o TEHEE 1 BHAANY ServiceNow fii F 2% 1% 15
o PEDER 2 PG E S 1D AT S i 65

1.

2.

1t AlOps for NGFW v, B 205 B, SR8 T [Add Notification Rule (it
HEmAE A 1,

Add Notification Rule

@ Name and Description
Mame

ServiceNow Notification Rule o

Descriiption

e Rule Conditions
Send notification if..

Severity v Equals o Critical v [ ]

<+  Add New Condition

o Notification Type and Recipients
Email

ServiceNow

ServiceMow Account Settings

%570 Rule Name (BLH44F5) Fi Alert Condition (£ RI610F) 5z, Rgik— 1
Notification Type and Recipients GEZIFETIFIEE) N ServiceNow £ 5,

Fe— ISR IECEBHY [ServiceNow Account Settings  (ServiceNow IE 7 2%%6) 1. A%
NI REAF & S RIE S DL R0, 2K B0 B% 1 b 3% % Rest User 11 ServiceNow {ii JT] % Al
ServiceNow %15, 2K F A% 2 dh i ME R G EMY 506 ID A1 H F s, oA

NGFW R R
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PREAREE, He— 1 [Test (WER) PAGEAF0C, W5 R 55 i 52 ServiceNow A1 i
S BRI Y RERE T, #— F [Next (F—47) 1.

a Notification Type and Recipients

Email

ServiceNow

ServiceNow URL

https://devB4710.service-now.com (]
Client ID

3ead5f587f3121105a16al1fcd081cbeb o

Client Password

SN SROORRNBNRRONRRNRRRERNBERRRORRRIERRERDRS @

ServiceNow User Name

rest.user ]

ServiceNow Password

sesssssssee @

ServiceNow API Version

1 o

Test o Connection successful! Cancel m

4. JzPf [Please select a template Gifs#EHuEiA) 1 MR UEH, AL — T [Create a new
ServiceNow Template (3787119 ServiceNow #iA) ],

o Notification Type and Recipients
Email

ServiceNow

‘ -

Create a new ServiceNow template -
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5. ik A ServiceNow i A% fE, SRE1UE [Assignment Group (FRIRIERH) 1 Fhr sl #rh g
FEREAL, 7€ [Assignee (FEIRE) | FRAGERBIEIRIRE, shE, B2 M AE R
JEFEE ServiceNow YA TIEFSUL ] F L AGE A -

o SRi e > (AR > (1A
o R AE > (IR > TEH

MR A E AL, T Assignment Group (FRIRFEAL) N GG I EIH A,
BA M E I CHE TR, T Assignees (JRIR#H) FRAEHBEGAEHEA, % F
Next (F—H) |, SR#%¥#:— T Save Rule (&4 HLH])

e Notification Type and Recipients

Email

ServiceNow

ServiceNow URL

https://devB4710.service-now.com o
Client ID

3ead5f587f3121105a16al1fcd081cbeb o

Client Password

LA AR A L A AL A AL A A A A A AL AR LA Rl A Al LAl ALl @

ServiceNow User Name

rest.user (%]

ServiceNow Password

esssssssne Er

ServiceNow APl Version

1 o

Test o Connection successful! Cancel m
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4% paloalte’

TECHDOCS
AlOps for NGFW & k2%

BEICA S AlOps for NGFW 7R 2275 (R YLy 2 o< & 32 Bl RITIRE IE 422 S5 1) 71 1 (il B DAL

AE. SSME AT IR A, TR AR, DUSCE B i, DR G A A i D S R e

Fo LAUT I —LEpigt Jym

o BEPEFEEL O FREEEIPE NGFW 4 flfaes, kG CPU (A=, Goimie (i |, igagzeiml. #ik
e 28t RN LA A B ASCRE 5 R, S TR A T 2 T e R AT AT (e 1 15 2B P I L 0 AE DA S i o)
é{{o

o BLEE AR AR BREE AR R AR A ] ER BA B REF R R, B R R R, SRR
Y LB AT BB H AR R SR I D, S T By A,

o TR AT ¢ AT IR S EORPRIRE K, PRI (] Ry s S S AR o T IR s A A i, B
WA TETBAE TR TR 2 AT 26 PRI AE

NHNE ) AlOps for NGFW ] BE /R 5,

o ERE RN L - B Strata Cloud Manager ] 57 Bil 25 45 (it A DOAH R SE R AR

o ORI i AlOps for NGFW ] B BiLZ £ fift v DR R 10 00 B 20 1%

o 08 kil AlOps for NGFW i s Bl i IR 745 A1 BRI 2R,

o SRR TR B EL PR R 8 1 K, Strata Cloud Manager 1] 5% 3 F1) T4 2 B 22 A< JE R 11 4%
TRo

s AlOps for NGFW FI BRI 22 2 VER e A A BH &G, 521 S Manage (5 2E) >

Security Posture (ZZ&VEiIRRE) > Settings (i%7) > Security Checks (‘Z&hlndy) KHEUEE

A N,

37
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AlOps for NGFW k2275

AHE B B

T2 AlOps for NGFW 3t

Ny /m&
i ISR
N FEakA) 1 Strata Cloud Manager n] 575 B ) 45 15 (dt R v 0 AH B v e
Bz RE, Strata Cloud Manager - ESH R I8 BE2 R,

B E

B s n] U I R SR b (ACC) B e 75 R

o R R D
Category CHJl) : #
fE RN IR 5« &,

Class (Fi7%1)

) D L e AR
CERSE 1)

TN A
Class (%))

AN,
C L
< SV LR Rt

FEHIRE AN SR 5508 - A

Category (Hi4l)

AN A PELEH] B R 0 R SRR (CPS). i I e B LA o 8 i A A S Ao
CERSZR) Class (Hijl) @ fEHERE P
Category CHiyl]) &M
MERE AN PR 5558 T A
PElt e K95 & - ARP & FORFTEM 73 AU ARP 51 H BIF £ IR SO 1 e K25
GERSZ7R) Class (Hijl) @ et Rt i

Category CKijl) : ZhgE
ﬁl JK.V\ J/A oI~ n Lo IZ'—I<0

AT KA & - kTR

B =
e
g
|

o R O r O R AR =, W H BB K T DS PR i

KA,
Class (Jyl) - fHefs
Category CHijl) : ZhgE

fE RSS2 5558 - &,

/

P e KA 3 - (L
GHEE R 2717

CLHEV PR B R R S, N H BT By KO T DA SR 1 i K2

E.o

Class CEUJI) @ (@M
Category (HiJ)) : Zhig

NGFW i ERIEoR
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ﬁl JK.V\ J/A IS n Lo IZ'—I<0

Rt KA -

ERHF T (DP) CPU (i FH 2 IRINF I FpAf i i, 0 HL L H2 T 2518 W]

CPU LASZ 8210 fre K45 o
GEERSZ7R) Class (Hil) @ fdHERE P
Category (HiJ)) : Zhig
FENFR NN IR 5558 &
PE e KA o - PORHAI 73 BT 80 SSL R %8 TAF RS B RV 2 2B AR e K2
T o,
GRS Z1R) Class (H151) @ fdHREw P

Category (Hi))) : Zhig

EHIRE AN SR 5508 - Ay

FQDN {2 hE P e FRfEe =, W0 B OB JORE T LASZ £2 11
Ie KAY o

Class (Frjl) @ NG L

Category (KiJ)) : Zhee

fEREAN IR EE © B

IR NS i 4 H P i GlobalProtect VPN S 1Y e (1 AE 23T B KOs n] A7 12
GlobalProtect ifE (M | AU KA &,
F55i) Class CiJ) : fERERs L
SHE B .
GEERE 5 770) Category (HiJ)) : Zhig
FEHREA N IR 5508 © &
PESIT i KR - IKE 545 vy B Frmdili i, N0 H BBl ks v DA iR i K2
G R 5%) e
Class (i) o fdt R
Category (Hiy)) : ZhEE
e PR R P9 4R 25
B KA - PR (MP) CPU (88 S e oy, W H L2 451 w] DL 3zR 1y
CPU NS T

Class (Frjl) @ fHENG UL
Category (Hijl) : ZhgE
FEREA N IR 558« s

NGFW i ERIEoR
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PO K5 - AP | RN (MP) SO RS G0 & Frd &, W2 H CHm 268 vy DLz
S (i K25 4
CERSZR) Class (JriJl)) @ {dRRetm i

Category (Hi))) : Zhig

MEH RN IR 0 &,
Pl K45 - NAT BOR | NAT BRI B0 b 5 i R i e, 30 B CL BB Jhs T 2L
GEE B 7 SARM I KA

Class (Hijl) @ f@HewE P

Category (Hijl) : ZhgE

MERFRAN 23R 5536 A&,
PRI R - Z2BOR | D BOR BRI BOR FRie s, W H OB BG KORs a7 L7 1R
GIEREZ ) AR

Class (Hijl) @ et Rt

Category CH4l) : ZhBE

EHIRE AN IR SRS - B
POL e N - IR | IRBSREAH Y n O Rl s, 30 H OB SOt vT DA 21 i
GlEp 5 N

Class (fripl) = et RRAR Il

Category CHi4l) : ZheE

MEHIRE NN S FR 5508 1
Pl K - IR | IR o R s, W H T By KO w] DA R i K4
Glep 5 50) it

Class (Jrijl) @ {dRRim i

Category (Hij]) : Th#g

MR AN S PR 55578 T A
Pl Kfs e - TIERSB: | LAERS BRIV T (%) B & R Rl o, W H CBm b Kol g
= VM EZRERT DL S PRIV fre KA i
GEEPE2ZE1R) Class (Fijl) @ et Rt

Category (Hijl) : ZhgE

FEHIRE AN SR 5508 - A

NGFW i ERIEoR
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Hi IPsec ;@35 Fll Proxy 1D #HL TG 15 k5 VPN S E ) B RS
iz i, N HL U REITRE RS T DA SZ R I e K25

Class (Jryl) - flHef
Category (Hi))) : Zhig
HI H{IJIJ\.V\ />< J n :E\‘o

Pl K45 - EDL NI | ER KORs r BOR Fh I L3272 EDL NI URL. 1P 2508l 5 i
URL = IP TEAERET By Ol n] DASZ 3R fe K45 3
GEEFZR) Class (Hijl) = et Rt
Category (7)) &I
FENFEA N IR 558« s
PO i KA - BRI | CORN PRI o WU SR 23 a8 R RE 2 280 )5 KOHe452 ME S 4R fe K

.
Class (Hijl) @ et Rt
Category CH4l) : ZhBE
EHIRE AN iR 5508 1 &,

P22 3IT i KRR e Bl - RN 2 2 ST R S B RS W O g T s i R
GERZ1R) Class (Jiyl) - flHef
Category CHUJI) @ BRI
J«“L;L "'\‘)K:IJ\J }/)4 oI~ H I/'L—I\
iSTees Y] B Kl 1 — B8 26 {1 15 2 9 FE s mig BT 31009
GIERY 2 R) Class CEiWI) (BRI
Category (Hijl) : I&FE
FERRE AN IR S558 © &
Fe s = R SEEHE R I M,
GEE P71 Class (Jai) : flEENRG I
Category (Hyl)) : #REERE
FERE AN IR 2558« &,
SEIE GRS T i |375kﬁﬁ%é&%ﬁﬁ?ﬁ%ﬁi%kéﬂ%%@ﬁﬁ%FE‘:?EUO {EFE 2],

j(ﬁE%%U

Bh K 2% AR B L T A2 A A W I DA - H AT T v
R TE R T ;Q%o RSB 5 A L ) S A

SHE P2 A
CEFER) 50%, Bk st @RI I, EECR ARG,
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Class Cliyl) o« f@EREmsy
Category CHUJ) + BT
ﬁl }&.V\ J/x N u s %\‘o

DP £y 4 AT AV EI A () Jord DR S v S R 2
GEREZR) Class (H41]) : R I

N

Category (Hy1]) : ZHE
FEHREA N IR 5558 © &

A RS IR TE LR By ORI RS IR Do B NS AR & il R DA %
Gl B ) T AR 5 o Jltm/T&{/\m_ikb SHLRR PSR
Class CHi%l) : fEHEM
Category CHijl) : &w] A
FENFR AN iR 5558 1 &
i H SRR AC IR s IE AR T H SR ) fe KRR,
IR EIR) Class (Frjl) @ NG L
Category CHJI) : ZC#%
fEMREAN LR EE © B
i H G5 G TG B EFRIE = A E RGN A,
GIEP 2 R) Class (Fijl) = et Rkt

Category (Hijl) : o8k
Jﬁl )K‘lj\ }/A KJ[ H‘/ éo

it G N - B AR T ST A B AR e IR,
Class (Hiyl) : fEEHE I
Category CHiJl) : &EJEHEH T

B S = |
11| J\.V\ />< AR =

{i’m%@ﬁbﬂ - BRI B B E RN,
Ju Class (i) - fat KRR I
( Category CHiyl]) &I

ﬁl H ;\I)\ }/; 'J; ”,\ . 7\Ell:
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B SRR s, O TR S S 2 o

it AT N - A% TCP LA AR tep BRI
o, UDP udp.
CEEPR21) Class (JriJl)) @ {dRRetm i

Category CHiJl)) : &EJRE T

HE IR P 4 R 5 7
SECEL H SR gy | S E e 2L H SR 1y,
MR Class (Hijl) o et Rt i
GER 57 Category (HUJ) : 3o#%

FERE AN S IR 55578 ©
S f B G ER R JUI PR H SEICHE 28 1 11 H S5 E 2170 i 0 PR B OB
GIEPEZR) Class (H151) : fdHem P

Category (Hiyl) : o8k

fEIRE RN IR 508 &,
NAT A i 2 e Zb {5 NAT BRI i 1 2 4 25 i LA A T4,
CEREZR) Class (Jrijl)) @ {dRRetm i

Category (HiJl) : NAT % &

MENFR NN S iR 5558« 7
NAT S 5 (0] 17 — B A NAT BRI & P00 R
GERSZ7R) Class (Jripl) = et RRAR Il

Category (HU) NAT £ AR

MEHIRE AN S FR 5508 1 A,

NGFW SD-WAN JE L

)d( Hb/ﬁ&

GEFEZ717)

Fi H 2 LR RCRE AN B s 2 IS T R 20 L
Class (Hiyl) @ et Rt

- SD-WAN #46E
FEIRE N IR 508 1 &,

Category (%))

NGFW SD-WAN i i %k i

oL
= /D

$15 HH BN P A AR IR 255 350 s A BE A1) B AT

Class (i) - @RI

Category (1) : SD-WAN %46E

“H: J&lj }/)4 = n ;o I7Ll<o

NGFW R R
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JETA R GOk
CEEFR % /17)

TR PR S 2 LA RN, TR R, I
TR T HE R 5 A A 1 S SR

Class (Jryl) - flHef
Category CHiJl)) : &EJRE T
HI H{IIIJ\.V\ />< J u :%\‘o

PAN-OS #4453 User-1D
OB AR f"“MHE ey L

H PAN-OS #3 User-ID T%ﬁ&fﬁ (AP User-ID)  B5 #Er {r)
IR 28 O S ELRE SRS AR IR, Sl ss bR, I iR &

LR TR0 P 28 B 7 Y0 T 1) B 155 I ) B B DT
CERSER Class CKriJl) @ (e R
Category (Hijl)
FE RN S PR 5538 1 A
BURBRE ISR M de | B R S (AR 328 SO RS (0 ) o 2 5 e B S B A
I NS

&
o=
T
|

Class (1) @ @RI
Category CHUJ)  + BIRL I
MEREAN L IR - A&,

B EREoT Gl B B,
Class (H11) @ faHem P
Category (H171]) : #L/K/DoS
FEFE NN S iR 5538 &

— B A S B S VPN SEE BT
Class CEi%I) - fEHERH
Category (HiJl) : uhk&H¥usS VPN

FEFRE SN S e 2258 © =2

Jr ol O G A - UK E
il

CERSE 1)

A I Sk b S N7 1 SRR B B (e A 0 ) SR S e B SR
Class (i) @ @RI
Category (H1)l) @ #£JK/DoS

FE RN SR 2258« =&

ot ol P A A TE A - R
%
CHERH

T
<l

A Sl Tl L o PR G B A A, e Tl PR R S A A ) B
kS

Class CEiWI) (BRI

NGFW i ERIEoR
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Category (H1J1]) : #tJK/DoS

MERRE AN IR S5E © &,
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G (Rl Rty D0 7

A T AlOps for NGFW i HiUR

AlOps for NGFW /~55 EEHE B 7 HEth BERAUR

SEAR 1 (R DA BRI 50 R,

RAN AT CRBEN R P b, RRa% P el S ORI & n] 5B T B R
(BT o
Class (H151) @ f@HEm P
Category (Hiyl)) - kR
FEFR NN S iR 5558 &
ROE RN ERAEE AN R | A E IR E KD o B A PR,
ol Class (i) R bt
(S E7) Category CHil) : MHREZR
MEHRE NN IR T &,
BRI T) A Tk 4 3 i i P e AR ARl B bt ) A A 1 RS
C%-¢- %D, Class (Hiyl) @ fdREN P
Category (Hiy)) : HEEE
IEIRE AN R 58 - B
T8 3 S BTG R A5 4 F I NGFW/Panorama (17
(e ER) Class (Hijl) = R
Category (Hiy)) : &
FEHIRE AN SR S50 © 58
FE100 %k FEBG KR FE100 &b )7 BRI I §6 35, R 2Rl
(Sp %) it b
Class (Hijl) @ et Rt
Category (HUJ]) : BEES
fEMREAN LR EE @ B
Jo s i fa SR FE AR A BE 1 R R,
(G2 R) Class (Jijl) = ft RN UL
Category (Hijl)) - g
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MERRE AN 282 MO

R TS SN
(% R)

(L0 81 e PR s o A T
Class (H151) o fdHe P
Category (HiJ)) : fEiE
FE RN IR 5556+ &,

BEFT LM 2R CPU AT i fe bt

5 K s B Cortex & RHH
Hh T 2

(RHEIR)

FW i Strata Logging Service 2 [HIff) i fE £ kT,
Class (Fijl) = flHENG UL
: SLS S

- 45 SO .
YR L&,

Category (Hjl)

WLIT \\:JK:IJ\J

[ K % B Panorama .
(R

B/j K i Bil Panorama .2 [T LA LT
Class CHrJI) - (e RO

SHLR 2

TR T B

Category (Hi%l)

fﬂ Ju)\

HA fifify
(e 2R)

H A A HA G 3 i

Class (Frjl) @ RN L
Dl

S A,

Category (Hi%l)
ﬂl J\‘V\ :{

HA 55 iR

HA BC e S e — {55 K s s I e RREIR g

(B ER) Class CHijI)  + e ERA L
Category (FJ) @ el HIME
MEHI AR AN PR 256 - 2

G R 2 [ (e ) - B A5 75 S ot 42 ST S B 2 o PR T

Pancfg /- il[w Class CEiyI) (@R

(BT Category (R4 BIEEEHE I
MRy i eess - 2

v T RO 2 T o - ol e 73 S0 I 2 ST o ) A e R

Panlogs 7l Class CHi)) : NI

(RFER) Category (Jril)) o AL
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ffl F( JK.V\ J/A Lyjllx‘»;\: L e

e o il 2 ) (o - AR

il lfe 7 S ot 50T A B 5 B T

e Class (Jiy1) - f R
(1570 Category CHUJI) &ML AN
Jﬂl J&V\J 4}& IS IT L /\D]:‘.
= U FR TS B L5 B — s lE A L,
(REZEIR) Class (CHiJI) - @RI
Category (Hiyl) @ B
J«“LIT \\:JK:IJ\J AJ/A ;/Jln{;\ : IZ—‘_\‘O
IPQ § % EBG ks by Horh—18 FE100 4 Fr EERIE] 1PQ (’é)\% fr
(S8 F0) EEaR, DLESEGE T RN TR R, B E RS g

Class (Jiy1]) - flHEfE
Category (Hiyl)) - ffif
Jﬂl J\J}\J 4}& [J[ Hl\ : %\‘o

A BRI iR A

A L IR A e R A

(REZIR) Class (Jiy) - fHEfs I
Category (Hijl]) : ifgs
““ [,H’I\TJK‘I} /)4 J n :lz—l<o
P2 REI TR — Bl (I 57 WE P 21 1 el 2 0,
(REETR) Class (i) o fat R I
Category (Hi4) : PanOS ;TR
f[l J&.I)\ J/x 2N u o E\‘o
A K o 0 O T o s PR ORI IR RE, Tl ) O 1) GE Bk hg %
(R EIR) Class (i)« fat R

Category (Hiy)) : @S
ﬂl ’{IUJ\V\ } H f\ : E\‘O

MPC | - CPLD %k
(R E )

R P28 (MPC) S PA-5450 B Sonly, gty

] PRI RE. MPC A IRCC g R U e i [ﬁ(CPLD)

FH B PR 1T 328 /1 et
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NGFW R R
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?EQa7@mﬁi@@g;;;;;;;;;;;;;;;;;ﬁ
f[l J&.I)\ J/x 2 u Lot E\‘o

NGFW/Panorama %%
FEE

(R ER)

R

R (B3 NGFW/Panorama /& BRI 6 L3t 10,
Class (Hijl) @ Rt
Category (Hijl) : 1BFE
FEHIRE AN IR 5558 1 &,

NPC | - FE100 [
(B EZER)

8 i B R (NPC) S (M BGHaR g JJ, M HL Y % I e it 2 2 0
H%, NPC  CU# 5 H FE100 JCfF R, SEEOLEE A b,

Class (Hiyll) = fEER I
Category CHiJI) : g
ﬁl JK.V\ J/x 1< u - IZ'—I<0

ENCIE - R s
(% R)

e 1] R A B SR s AT
Class (Hijl) @ et Rt
Category CHUJ) : Ew] M
FEIRE RN IR 508 1 &,

ENGIEZ = R R

(R EIR)

FIREN 2 (BIANRh w5 ke sl FH AR B ) Ae ] FHVE S 2
[RIASFE AT

Class (i) o fat RN I
Category (KW : &wl K
ﬁl JK.V\ J/A oI~ n Lo IZ'—I<0

ENGIEZ N (15

(% R)

e AT PR S 55 2 TR AR B B AR F T e T
Class (Hijl) @ et Rt

Category CHUJ) : Ew] M

FEMRE RN IR 5508 1 &,

ENGEZ RN ¢
(53 ER)

=] F 1 PAN-OS RS i AR S AT
Class (Fijl) = fHENG UL
Category CHUJ) @& HME

UET \\:JK:IJ\J AJ/A ;/Jln{'\ . IZ—‘_\‘O

B ST () il e L mT RO A B, 2618 b2 LR Bh RE Y 75 Lol

F
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o GetEr)

Class Clij)) - fgmefs®

Category CHijl) : BRENE
ﬁl }KI)\ />< J u sl %\‘o

PAN-OS /|- iy 4 JU1 5 ol
(R ER)

AP SZ 4% H ATl PAN-OS,
Class (Jrjl) = fRHENG DL
Category (1) : PanOS HIFTEd

IEIRE AN PR SRS © B

PAN-OS LUA155 %,
(A7)

H B Ay PAN-OS H A7 L1558,
Class (i)« fat R I
Category CHijl) : BRENE

ﬁl JK.V\ J/x Eas

mﬂ\

7|

o

PAN-OS HLFITH 3% #5385 2]

B Ui 1P AR B R R T R G 7 L IO

- % Class (CHiJ) @ @RI
(RAER) Category (Hj)) : IBFE
ﬂl ’{IUJ\‘V\J L}/A ’J’ |y\ : éo
PCI &% JE gt o (PC) B 2R BE P 11 (MP) S = #2611 (CP),
(G %) B e {1 A B 1 S BB 5 AR L ) 6B HH Bl e

Class (i) o fat R I
Category CHijl) : mFgs
ﬁl JK.V\ J/A oI~ n Loe IZ'—I<0

AR - I

AENE IR Bh KA SRS PN Py b 081 A B P AR e

(S0 B 1%) Class CEUJI) - (EE M

Category (HiJ)) : fEiE

ﬁl F‘ J\‘V\J 4}& [J[ IT/\ : E\‘o
RSN L Y0 500 L A T e 5o o B e G o — {08 5 ] R B S 2 R A B
T TR

Class (Hyl]) « ft R I
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ﬁl JK.V\ }/A o~ n Lot IZ'—I<0
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ot B e GO RS RE A
T

(R HER)

AT VA AP 1 R B Ry 1E AR ] I sl b
Class (Jiy1) - flHEfE
DB I

Jﬂl J\J}\J 4}& [J[ Hl\ . /\ELl.

Category (Hi4l)

FEJr e P HBRER - 2E1E )
Az s

BEE A L I et PR P 1 E AR RE RS LT AV RC R

Class (HiJl) : fEEERE P
A ER) Category (Hijl) @ B
E RS SR 555 - =2
JEPEGOE RS e - GOEkEE | BEME AT B IR PR S OE AR RERR L v R RC IR
ez Class CKi4) BN B
(SR8 E ) Category CHiJ) @ BRI
IE RS IR 5550 - =2
PRGOS RERE - AR | BEE WA B IR PR AR O AR RERE L T RO R
s Class (Hijl) @ et Rt
(B ER)

= S U AR Rt

ﬂl ’{IUJ\V\ Z{/A [J[ |y\ . /\Ell_

Category CHi4I)

REFr al A RER - BT
ID

(R ER)

S A B I R A e E A RS L AT FH R se s,
Class (Jiy]) - flHef
DA P NG L

J,“LL ‘W)K:IJ\J }/)4 KJ[ IY‘/ . 7\%

Category (Hi4l)

i £ VP O S s ik B
(R ER)

Strata Logging Service H

MR R A I, HIPERR R AR s, SUR5EBE
R LR IR SIS 2 0 2

Class (i) @ @RI
Category (H))) : fEEE

ﬂl ’{IHJ\‘V\J L}/A ’J’ |y\ : /\Ell_

iz, W

Strata Logging Service [y (55 B8 H w] $22 (118 .

NVas E\‘EE' o .
Bk Class CEIJI) : fEERER L
GREE ) Category (1) + SLS fdt i
“H: JK‘ Ij }/)4 PR n ;o I7Ll<o
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Strata Logging Service H
(B EIR)

Strata Logging Service H iy [l 5 48 15 11 i F

Class (Jiy1) - flHEfE
© SLS flt Ffefit

FEFE AN S 12 5538« &

Category (HFiJl)

Strata Logging Service H
b A AE B

(H e ER)

Strata Logging Service [ #EIUE:E B HY 7] 22 118 .
Class (Fijl) = fRHENG UL
© SLS fet Bt o

J/XJH :IZ—I_\.O

Category (Hi4l)
fE RGN

Strata Logging Service H
b BIERR SR

Strata Logging Service FRHIR %5 412k 1 0,

Class CHiJI) - (EERFEN
(S 57) Category (Hjl) : SLS fdt FEiw i
ﬁl J&.V\ J/K IS u Lot IZ'—l<o
Strata Logging Service H SO Sk B2 3 e 1 foe K AR A 72 T BRL
SEE A e S i .
e 5 7 8] 2301 PR ] Class (i) @ @RI
e B}
S E RN Category CHijl) : ZC#%k
MEFREAN LIRS © A&,
BB S YA LR P AR
(e ER) Class (Fjll) @ fRHENG UL

Category (Hiyl)) : TEEE
J,HLLJH ‘I\“JK:[}\J }/)4 [J’ nv éo
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s 2

M) T AlOps for NGFW i Ui (1) Bt Al s st R B 1) 25 7s

B K e B FW il SLS .~ [H] CL sl rh BI85 70§,

strata Logging Service L . o (i) 1 LS i

Fh TR
m =] - u = 5.
(0 197 5%) HFE AN 8 3
Strata Logging Service H SLS FRIUIR 5 ik A E I IRE [ EE 3 5 70§
=4 g
A AR Category (H1) + SLS fdlt iR
-
(RFEZT) e PR S 42 3
Strata Logging Service [ SLS H G R 1 e ek s F IR TRl B8 5 70§
g}ﬁ%ﬁf@?%@ W 1 . Y
Category (Hi4Il) : SLS fift e fii i
(%ﬁg/‘]\) ﬁl J&.V\ J/x N |r Lot E\‘o

Strata Logging Service H | 25 15 73§ N SLS (FUFAIAEEE 3 10 70§,

SEHEEY T 23
u«u%,\HXi_JE'. Category (AH/_}J) . SLS {)%J%‘Eﬂ:{ﬂ
(%EE‘T) FEA RN LR 2558 © &,
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e I ST : S
Category (CHUjl) = SLS et et i
(EER)

FEFRE NN SR 2558 - &,
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e 5 7 ] 20T R ] Category CHijl) : %

7’5."%&4\ . S - S THT 2K
() e RN IR A,
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%Uﬁﬁ*&nnm@% %n&f

RS T AlOps for NGFW w] DL 58 F1) F b vs B P4 B

\is“ﬂ:
3
=
g
Sl

UL DIV N =< o S C | IR AN AL,

GEERSZ7R) Class (Hijl) @ et Rt I
Category CHijl) @ EHIL A
MEHIRR AN R 5508 1 A&,

(EUHPRERY - R
AN AP H] Bl Kt i) B R SHLER B (CPS). 3 ik i ol 1 F P B MO A7 AT AL (E
GHE P2 1) Class (Jiyl) - it Hef

Category CHUjl) @ &I

MERREA N IR EEE © &,

(e KA TR« B

7 T fne KRR E PR T BRI AERE N2 2 e 35 i S5 B Ui W ek L S B 1 B 11
IR 21) Class (HiJl) : fEEEERE P

Category (Hiyl]) : ZEBRH

FENFRNN S IR 5538 &

(R © B

= R PR HEIE 1 — B (I B PR AN,
(RBEZIR) Class CEiWI) (BRI

Category (HiJl]) : &EJEHE T
ﬁl }&.V\ J/x oI~ u sl %\‘o

PR - B ARl | e LI e e RN AL

. Class (K% fHHENG I
J;b@/ N [N . N
GRS 1) Category (Hiyl)) : &I HTEI
FE RN IR 5256 - &
(A - RE
P A N - B L BB E IR,
G
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Category CHijl) : ZhEE
Jﬂl J\J}\J 4}& [J[ Hl\ : éo

CGfERYEZR) | Class (i) o dREERN
Category CHUJ) @ B D
MRS S PR 55 1 &
(AP B
Vit AR - B 2l LB Ao G R) B,
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E RSN S 1R 5558«
A - R
et i K% - ARP FORHTAM 7> A7 ARP K55 H RV 2IB5 IR e K2 4
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BT I KA S - MBIk AR

HohERERL PR BOR R =, W H BB K T LS FR I i

Glep %) J

Class (Jripl) = BRIl

Category (Fy]) : Zh#g

IEIRE AN R 538 - B
PO KA - MLHE I | 2R R e R S, W H T B RS W] DA SR i K4
GIERE % 1%) .

Class (irijl))  fdRReim P

Category (HiJ)) : Zhig

METRE AN PR 55578 © A
P K - R Em | BB (DP) CPU [l RS I F e 5, M HL VB2 A i ]
CPU LA 3R e K25
GERS%7R) Class (H151) @ f@Hem P

Category (Hijl) : ZhgE

MEIRE N S PR 5578 A
%i}%ﬁﬁ@% R i | EORHPAII 3 AT B SSL R TAFRE B RRE 22 21 Bh KR e K2
fiif 1 W,
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| Class (i)« fEesEw
Category (HiJ)) : Zhig
ﬁl }&.V\ />< J u Ll %\‘o

FQDN {7 stV 1 (9 B Fp e v, W7 HL LB Tl K T DA S HR
IO

GEREFZR) Class (CHiJI) - @RI
Category (Hiy]) : TjHg
FE LN IR 5558« &

P2 I KA - 48 11 )7 3 GlobalProtect VPN 38 i S 11 A8 23T B K i ] DAz £

GlobalProtect ifiE (4
=8 ))

GEEFEE717)

(0} oSS

Class (H151) : fdHem P
Category CHijl) : ZhEE
MERFE AN 3R 5558 © &,

BT e KA - IKE ¥5%
CERSE )

IKE 3 S o e s, W HL CRm B IO T ASHR I fic KA

Eo
Class (i) - fat R
Category (Fy]) : Zh#g

ﬁl JK.I}\ }/A 25 n Lol E\‘o
Pet i Kk - @ P FRLR I (MP) CPU i = FRfE L 5, I H LR 25 0E n] DL R
CPU i K,
GEEPSZ01%) Class CHiJI) - (@RI
Category (HiJ)) : Zhig
Hl H{I!’J\.V\ />< J n sl E\‘o
P i K5 4e - A B LRI (MP) GCiE e S Frfd e Sy, W H OB d&d v L iR
YN M i KA o
GHE P 1% Class (Jiyl) - fltHEf
Category (HiJ)) : Zhig
Jfﬂ” "VI\I‘JEILJ }/)4 KJ[ H‘/ éo
PET i K5 - NAT BUR NAT BB S0 e IR T Rl i s, W0 HL O B2 b5 KOs v LA
(B\EBEE‘%(;) ijﬁmﬂ—j(’/e\“ﬂio
Class (Eriyll) © fat R
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Sk BRI O PR s, W B EBE I b Ok nT DL By
KA T,

Class (Fjl) = fRHENG DL

Category (HiJ)) : Zhig

L
Hi
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PEE I i - RS BEAL
GEERSEER)

MR A AL Y (R B A s v, N HL L2 B Ot ] DA ER W i
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Category (Hijl) : ZhgE

FEHIRE AN SR 5508 - A
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HE%?‘N@#EVJ%IE%%H?W, 3 H E TG KOS AT LA SR 1) e K4
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ﬁl J&I)\ Z{/\ e H‘y'\ E\‘o
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VM BZRE ] LLSZ R ) fre K75

;M H BT Kt

GEREZR) Class CEiWI) (BRI
Category (HiJ)) : Zhig
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Peill e KB - IR RER T FOREFA 73 BT K71 i kSR A 2 e BB 3 21 I IORS 52 WE =2 3 i de K
CEp 2 5) w8,

Class CHiJI) - @RI
Category (Hijl) : ZhgE
R R

ME AR AN 2 CARE
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BT Ipe KA - i Yol
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CHEEFR 2 /17)
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